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Cisco SecureX and Farsight Security

Farsight Security DNSDB® joins the Cisco SecureX 

threat intelligence ecosystem, to empower SOC 

analysts to respond to the latest threats.

Technology Overviews
Cisco SecureX 

Accelerate threat hunting and incident response by seamlessly integrating SecureX 

threat response and your existing security technologies. You have the flexibility 

to bring your tools together, whether it’s with integrations that are built-in, pre-

packaged, or custom. If you have Cisco Stealthwatch, Firepower, AMP for Endpoints, 

Umbrella, Email Security, Web Security, or Threat Grid; SecureX threat response is 

included with your license at no additional cost.

Connect your entire security stack—Cisco or 

otherwise—for faster investigations

Aggregate and correlate security context from multiple 

technologies in one view

Get the most out of your existing security investments, 

including from our technology partners

Integration Highlights

The Farsight Security and 
SecureX threat response 
integration enables a user to 
initiate an investigation for 
verdicts on IPs and Domains. 

The Farsight Security 
DNSDB provides real-time 
enrichment data about IP 
Addresses (IP and IPv6) and 
Domains.

To install the Farsight DNSDB 
Relay, visit https://github.com/
CiscoSecurity/tr-05-serverless-
farsight-dnsdb

Farsight Security’s Solution

Farsight Security DNSDB® is the world’s largest DNS intelligence database that 

provides a unique, fact-based, multifaceted view of the configuration of the 

global Internet infrastructure. DNSDB leverages the richness of Farsight’s Security 

Information Exchange (SIE) data-sharing platform and is engineered and operated by 

leading DNS experts. Farsight collects Passive DNS data from its global sensor array. It 

then filters and verifies the DNS transactions before inserting them into the DNSDB, 

along with ICANN sponsored zone file access download data. The end-result is the 

highest-quality and most comprehensive DNS intelligence service of its kind — with

more than 100 billion domain resolution records and updated in real-time at over 

200,000 times/second.
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About Farsight Security

Farsight Security® is the world’s largest provider 
of historical and real-time Passive DNS data. 
We enable security teams to qualify, enrich and 
correlate all sources of threat data and ultimately 
save time when it is most critical - during an attack 
or investigation. Our solutions provide enterprise, 
government and security industry personnel and 
platforms with unmatched global visibility, context 
and response. Farsight Security is headquartered in 
San Mateo, California, USA.

Learn more about how we can empower your threat 
platform and security team with Farsight Security 
Passive DNS solutions at farsightsecurity.com

About Cisco Systems, Inc.

Cisco (NASDAQ: CSCO) is the worldwide technology 
leader that has been making the Internet work since 
1984.

Our people, products, and partners help society 
securely connect and seize tomorrow’s digital 
opportunity today. 

For more information, visit https://www.cisco.com/
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Integration Use Cases

Unifying visibility across 
all parts of the customers’ 
security portfolio: Farsight 
Security, Cisco or third-

party solutions

Providing customers and 
partners business value in 
under 15 minutes, through a 
fully cloud-native solution

Analyzing events and data 
across the enterprise

Identifying within minutes 
who and what has been 
targeted, enabling 
remediation using data
enrichment across security 
products and threat 
intelligence feeds

Bringing the power of 
Farsight Security and Cisco 
Talos threat analysts into the 
customer’s SOC to hunt
for the latest threats


