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Anomali and Farsight Security

Farsight Security DNS Intelligence Delivers Un-
matched Visibility to Improve Threat Detection and 
Proactively Defend Against Cyberattacks

Anomali and Farsight Security recognize the value that threat 
intelligence sharing and collaboration plays in increasing the 
speed and accuracy of threat investigations.

Technology Overviews
Anomali Threat Platform

Anomali speeds up detection of threats by uniting your security solu-

tions under one platform and providing tools to operationalize threat 

intelligence. Anomali also automates many of the tasks typically 

assigned to security professionals, freeing analysts to quickly handle 

threats.  Anomali collects threat intelligence data from hundreds of 

sources. Users can also trial and purchase 3rd party premium feeds 

directly through the Anomali Alliance Preferred Partner (APP) Store.

Integration Highlights

Farsight Security
Farsight Security DNSDBTM is the world’s largest DNS intelligence 

database that provides a unique, fact-based, multifaceted view of the 

configuration of the global Internet infrastructure. DNSDB leverages 

the richness of Farsight’s Security Information Exchange (SIE) da-

ta-sharing platform and is engineered and operated by leading DNS 

experts. Farsight collects Passive DNS data from its global sensor 

array. It then filters and verifies the DNS transactions before inserting 

them into the DNSDB, along with ICANN-sponsored zone file access 

download data. The end result is the highest-quality and most com-

prehensive DNS intelligence service of its kind — with more than 100 

billion domain resolution records and updated in real-time at over 

200,000 times/second.

Farsight Security offers real-time Pas-

sive DNS data as part of the Anomali 

APP Store, a marketplace for premium 

threat intelligence. When Anomali us-

ers identify a potential malicious IP ad-

dress or domain name, they can—with 

a click of a button—purchase access to 

Farsight’s Passive DNS data to quickly 

investigate these digital artifacts to 

advance their investigations.

• Access real-time and historical Passive 

DNS data from within the Anomali 

platform

• Enhance, enrich, and contextualize 

threat intelligence data to concentrate 

investigations.
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About Farsight Security
Farsight Security is the world’s largest provider of historical 
and real-time Passive DNS data. We enable security teams 
to qualify, enrich and correlate all sources of threat data 
and ultimately save time when it is most critical - during 
an attack or investigation. Our solutions provide enterprise, 
government and security industry personnel and platforms 
with unmatched global visibility, context and response. 
Farsight Security is headquartered in San Mateo, California, 
USA.

Learn more about how we can empower your threat plat-
form and security team with Farsight Security Passive DNS 
solutions at farsightsecurity.com 

About Anomali 
Anomali detects adversaries and tells you who they are. 
Organizations rely on the Anomali Threat Platform to 
detect threats, understand the adversary, and respond 
effectively. Anomali arms security teams with machine 
learning optimized threat intelligence and identifies 
hidden threats targeting their environments. Anomali 
enables organizations to collaborate and share threat 
information among trusted communities and is the most 
widely adopted platform for ISACs worldwide.

Learn more at anomali.com

Integration Use Cases

 Accelerate incident research and post breach analysis.

 Discover associations among threat actors and track and block their activity.

 Perform fact-based risk assessment of domain names and IP addresses.

 Uncover all domains using the same name server infrastructure used by a “known bad” domain.

 Reveal the IPs an adversary is using to conceal malicious activity and avoid takedowns.

 Conduct third-party audits of DNS configurations.
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